Important Questions
Chapter 1
1. What is cybersecurity?
2. What is cybercrime?
3. What is cybercrime? Explain different types of cybercrime.
4. What is cybercriminal?
5. Explain CIA triad?
6. Define Information security
7. What are the two categories of CyberCrime?
8. What is Phishing?
9. Explain in brief each type of Intellectual property.
10. Short note Data Diddling , Hacking
11. What is Cyber defamation?
12. Explain history of cybersecurity.
13. Explain history of cybersecurity.
Chapter 2
1. Define denial - of - service (DOS) attack.
2. What is the difference between Virus and Worm?
3. What is proxy server? Also write the purpose of it.
4. What is SQL injection? Explain different methods to prevent SQL injection attack.
5. Define virus. Discuss the types of viruses.
6. What is Steganography? Explain types of stegnography.
7. Discuss various password cracking techniques.
8. What is Virus?
9. What is SQL injection and what are the different counter measures to prevent the attack?
10. Define Spyware
11. Discuss DoS and DDoS attack in detail.
12. What is Spam Laws?
13. Why do we need cyber laws in India?
14. Explain in brief the changes made to the Indian IT Act.
15. What is Public-key Certification in Digital Signature?
16. What are the challenges to Indian Law and cybercrime scenario in India?
17. Short note The ITA 2000 sections., Need of Cyber Laws.
18. Why do we need Cyber laws: The Indian Context?
19. Short Note The ITA 2000 sections 65, 66 and section 67.

